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What's Included?

Report your PCI DSS compliance
— Streamlined and simplified journey
— Download your information security policy template

Maintain your compliance throughout the year
— Login to complete regular scanning and maintenance tasks

Receive email alerts and reminders so you always stay up to date

Rich online, chat and phone support available if you get stuck
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The Process

Login
Login to the portal

and change your
password

Profile

Complete your
business profile by
answering questions
on how you accept
payments

Scanning

Complete scanning
on your network if
applicable to your
business profile type

Security Assessment

Complete your
Security Assessment
Questionnaire (SAQ)
—an online
assessment of your
security practices
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Maintenance

You may need to
maintain your
compliance. We'll
remind you by email
if this is the case.



Securelrust
Login

» Upon first logging in to the portal, use the
username and password provided in your
emails and click ‘Login’.

Securelrust
srou YIKINGCLOUD™ v e

|j

* You will then be prompted to update
your password. Your password will need
to meet the minimum-security criteria
outlined on the screen. e i

need 1o take a number of steps in order to protect your
test business and reduce your exposure to fraud. This
SecureTrust Portal will help you to take the steps you

« Once you have completed this, you will
be brought fo an information page that |
give S you an overview of what you need G oo o rorsor psswoRD e olow T

- the instructions provided.

fo do and an information video. = N =0c

\\\\\\\\\\\\\\\\\\\

SSSSSSS

* Note: If you did not receive a welcome = B ,, : #
email, you can select the register button ) R g
once you have confirmed your MID is
already enrolled into the PCI program
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Your Profile

How you accept payments
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Start Business Profile

Securelrust _ -
o IKINGCLOUD™ o v e & 6

« Once logged in, you will be .
brought to an information page T
that gives you an overview of | |
what you need to do and a et it o s et
short information video.

@ We will help you protect your business

To help you understand the areas of your business that might be at risk, you will be brought through your security assessment and

« Click ‘Start Business Profile’ to
begin. @ Confirm your business is secure

You will be asked to confirm and validate your responses and any scanning tasks that you were required to undertake. PCI DSS
refer to this as your Attestation of Compliance (AoC).

./\START BUSINESS PROFILE )
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PCI DSS v4.0

Securelrust T -
a0 YIKINGCLOUD™ o v e & o

* You Will be presented with @
notification regarding PCI DSS
v4.0. Here you will need to
select the box to confirm you o
understand what the
infroduction of this new
standard means for your
compliance. O s

NEXT

PLEASE READ: PCI DSS 4.0 update

We have updated our profile process to comply with the requirements of version 4.0 of the Payment Card Industry Data Security Standard (PCl DSS).

Please refer to the PCI Security Standards Council PCl DSS v4.0 Resource Hub for more information.

We have alse made some additional resources available here.
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First fime using the portale

« The first screen you will encounter is a question as to
whether you have completed this process before.

* |nsome cases, you may have already completed Securelrust e v @ @ o
your PCl compliance with an assessment company. B
If this is the case, select "Upload" and proceed to
page 28 of this guide for instructions on uploading oo s e et method
your eX|ST| N g documenta '|'|O n. @® Guide Me - Select this option to use our prafiling toal 1o help you determine the scope of your PCI DS compliance requirements.

O Expert - Select this option if you already know the PCI DSS assessment type applicable to your business, and do not wish to be guided by our profiling
tool. This will require you to provide responses to all of the requirements on the assessment questionnaire.

* You also have the option to select ‘Expert’ allowing o B | o | |
. O Upload - Select this option to upload your existing currently valid PCI DSS Self-Assessment Questionnaire (SAQ) or Attestation of Compliance (AoC) from
you to choose from a selection of PCI SAQ forms.

+ If you do not already have a valid cerfificate and
need to complete your compliance online, select
the first option on this screen and continue to page 9
of this guide.
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Your Profile — How do you accept paymentse

You will be guided through some questions
asking how you accept payments in your
business.

You will be asked questions about the
technology you use as well as methods by
which you may transfer or store data.

Select the options that apply to your
company and click through via the ‘Next’
buttons. You can select more than one
opfion in Many cases.

If you are unsure about any of the options
or need further clarification, more
information is available by clicking the help
icon found in the top right of the screen.
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How do you accept payment cards? Y

Securelrust’

ID: Opstest00s w [2] [ [2)

of the ways you take payment cards in your business today. Please note this only refers to branded cards (e.g. Visa and Mastercard) not

alternative payment types (e.g. PayPal, ApplePay and GooglePay are not applicable)

O [ Face to face (the customer is present and the payment card is inserted, tapped or swiped to complete the tran

unattended kiosks. )

O Online payments (incl. e-Commerce website/shop, consumer mobile app, etc.) 0

1> U

O [ Mail and/or telephone order card payments o

PREVIOUS
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Your Profile — Payment Summary

* You will be asked to provide a summary of ng e o ee e
your payment acceptance processes.

A summary of how and where you handle card payments

e YOU WiII be qSked to: \;::ltszrcl;illsir;iifazr:z\s}estype(sjandasummavynilncationsthatarerelevantmyourPClDSSassessmem(ag_retailcut\ets‘cnrporateofﬁces,data (2]
— List your business premises and provide a
summary of the locations where you accept

274000
p O yI I I e I I -I-S How and in what capacity does your business store, process and/or transmit cardholder data? @
test

— Explain how your business handles cardholder
data

Provide a high level description of your overall business environment, applicable to your PCI DSS assessment. For example describe the type of equipment
levice:

— Provide a h|g h-level descripﬂon of how yOuU e S B B
accept payments

« Please provide as much information as
possible. If you are stuck, help is available by
clicking the help icones.
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Your Profile — Information Security Policy

* It's mandatory to apply an
Information Security Policy Securelrust

S YIKINGCLOUD™ e 8 @ @ 0
— This is a document that sets out the
procedures you need to follow to Vot company pelicy for information security
handle information securely

To handle payment cards you are required by the Payment Card Industry Data Security Standard (PCI DSS) to have an Information Security Policy in

e

place for your organization. This must cover all relevant areas of the standard. If you do not currently have one, we can provide you with a policy
template below.

* You will be asked if you have @
policy in your business. If you T
don’t, you can download a 059
sample template by clicking ‘l use e e o s e Pament Gt ey i sty
the security policies included in
my subscription’. Afterward you
will answer additional questions
on your information security

policy.

@ | do not have an Information Security Policy in place at the moment, | will implement a security policy using the template provided. Download
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Your Dashboard

You have completed your profile journey
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Your Dashboard

* Now that you have answered your profile
questions, you will be presented with your et -
dashboard. s YIKINGCLOUD™ woe: W Q@ O

— From here you can complete your security assessment
as well as any other tasks that are assigned to you

YOUR NEXT STEP

fO”OWing yOUr qUeSTiOnS (e'g°’ SCOHninQ)' \9/ :::Jr::a:::sr:j::i::;ca:udri;jta:omp\ete Please schedule a new scan
— Your security assessment will be based on the profile
type assigned to you.
e You can read more information on how this works Here are your available compliance toots
via the ‘More Info’ button on the ‘Your business
profile’ widget. i 92
* If the scanning widget appears, you must

complete a scan by selecting ‘Manage’ from this
widget.

( MORE INFO ) ( MANAGE ) ( MORE INFO ) ( MANAGE ) ( MORE INFO ) ( MANAGE )

* If you do not require a scan, or have completed
one, you can begin your security assessment by
clicking ‘Manage’ on the relevant widget.
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Your Dashboard

. BS'E"%I.:;?;'I;%SL%UD" MID: Opstestons o e @ e

Your compliance status is v
YOUR NEXT STEP (

listed at the top. You will
not yet be compliant as
you won't have
completed your scanning
(if applicable) or Security
Assessment yet.

You will have been
assigned a business
profile type, based on the
answers you provided in
your questions. You can
read more on what this
means by clicking ‘More
Info’.

Your validation is expired

=k

Copyright © 2022 -

You need to reschedule your scan

Your scan was interrupted and didn't complete. Please schedule a new scan
to maintain your compliance.

— ‘T

Here are your available compliance tools

Be scan compliant

Complete security assessment
17 Unanswered questions
0 Remediation tasks

———
( MORE INFO \\ (' mMaNAGE )
N 7\ / C MORE INFO ) ( MANAGE )

If applicable, you can conduct your
scanning from here. Click ‘Manage’
on the scan widget to begin.

All Rights Reserved - Strictly Confidential - Do Not Distribute

By clicking ‘Your Next
Step’ you will be brought
to your current stage of
your compliance
journey.

When you have
completed your
scanning (if
applicable) you can
proceed to your
security assessment
by clicking
‘Manage’.
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Next Steps

Profile
Scanning

If applicable to you, you will need to run a Scanning - Page 16
scan on your network. Proceed to page 16
for instructions.

Security Assessment Security Assessment — Page 20

If don't have to do a scan, you can proceed
to your security assessment on page 20. Compliance




Scanning and SAQ

Carrying over your scanning and SAQ completion



Scanning and SAQ

« As part of the upgrade, your scan status,

Here are your available compliance tools

Securelrust’

G & =
scanning targets, historical completed scans E JP e ﬂ ssssssssss
and SAQs have been transferred to the e
upgraded portal automatically. — e e

 |f you successfully completed your scan
and/or SAQ prior to upgrade, you will see a2
green checkmarks across your dashboard.

« When your scan is due you will be sent a scan
notification email. Once received, you can
quickly log in and run your scans.

* Note: Due to the upgrade, your scans will run
on a quarterly basis as opposed to monthly.

Copyright © 2022 - All Rights Reserved - Strictly Confidential - Do Not Distribute

ulnerability scan for %%Company_Name%% i
This scz

SCAN NOTIF ION
The next SecureTrust PCI Manager v A 6% is
led to run within the next 24-72 your PCI
eTrust tties within your
an view your scan setup or change your scan schedule
L i Ut

Note that scans completed outside the scan attestation coverage period may not be
nted towards PCI compliance. To attest, click here.
LOG IN TODAY!



External Vulnerability Scanning
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Scanning

o) 2 ok

Your business profile Be scan compliant Task management

jomain(s) Manage v tasks

AQ type B-IP
CMORE lNFO) (MANAGE ) (WORKBOOKS) ( TASKS )

 From your dashboard, select
‘Manage’ on the ‘Be scan ¢
compliant’ widgetf. Be scan compliant

Manage your PCI DSS External Vulnerability Scan

« On the next page, select ‘Schedule [y e s

y As part of your PCI DSS compliance tasks, you will need to
S C G n schedule a scan on all of your externally facing IP addresses
L]

a Review your PCI DSS External Vulnerability scans
View the status and history of all of your PCI DSS External
Vulnerability Scans

Manage multiple domains / IP addresses
Create a list of your domain names or your IP addresses that

require scanning

Upload results
Upload your validated scan results from a 3rd party Approved
Scanning Vendor (ASV)

I
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st
S ¢ e ceo

Scanning S—

* On the next screen you will need to input |
some details as follows:

— The IP address. This must be the same IP - ¥
address as used by your card payment machine. .
Instructions on how to find this is available on the
next page. %
— Scan date. It will default to the current date and R
time. You can change this if necessary

— Confirmation of whether you use a load balancer

« Once complete, select ‘Schedule Scan’

— The scan will then run and can take up to 48
hours. You will receive an email when the scan is
complete.

— You will be nofified if remediation action is
needed via your dashboard.

— If your scan fails, you will need to complete the
recommended remediation and then rerun the
scan until a passing grade is achieved.
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Finding your IP address

 To conduct a scan, you will heed to
provide us with your IP address. This is a
series of numbers and dots that is your
address on the internet. This helps to
ensure the scan runs on the correct
network.

* To find your IP address:

— Connect a laptop, desktop or mobile
device to the same Wi-Fi network that your _—
card payment machine is connected fo e Srene

— Open your preferred search engine or
browser and search “What is my IP address”

— You can find your address from the search
results

What would you like to scan? (7]

— Please note, it is the IPV4 address that is
required, not the IPVé

Copyright © 2022 - All Rights Reserved - Strictly Confidential - Do Not Distribute



Scheduling recurring scans

» To schedule recurring scans (monthly or
quarterly) you will need to create a group

to manage.

« Select manage and then manage

multiple domains / IP addresses.

Copyright © 2022 -

All Rights Reserved -

- )
&

ur business profile

&4 m
o

AQ type B-IF
- U } -
| MORE INFO )( MANAGE ) | MORE INFO K MANAGE

N

Be scan compliant

ge your PCI DSS External Vulnerability Scar

B Schedule scan

As part of your PCI DSS compliance tasks, you will need to
schedule a scan on all of your externally facing iP addresses

a Review your PCI DSS External Vulnerability scans
View the status and history of all of your PCI DSS External
Vulnerability Scans

Manage multiple domains / IP addresses

Create a list of your domain names or your IP addresses that

require scanning

Upload results
Upload your validated scan resuits from a 3rd party Approved

=

Scanning Vendor (ASV)

Strictly Confidential - Do Not Distribute
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Task management

~
(WORKBOOKS \( TASKS |




Scheduling recurring scans confinued

* |f you already have a group created you
will see it listed here, if not, select ‘Add a

group’.

« Select a group name and group type
(Static IP addresses or dynamic) and click
‘Submit’.

 Once the group is added select your
newly added group and chose ‘Edit
Group’.

Securelrust

Securelrust’

MID: Opstest004 v o & (=]

S VIKINGCLOUD™
Review your scans
GROUP TYPE NUMBER OF DOMAINS / IP ADDRESSES IN GROUP
Mar 4, 2024 test Static IP addresses / domains only 0
May 25,2023  test group Static IP addresses / domains only 0
Add a group x
Gro Gro P - ‘
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Scheduling recurring scans confinued

« Select ‘Add New ltem’ and input the fields
requested. @ - H «»
« Click ‘Submit’ when you're happy with - = § e X
the information provided. .
. L - @
« You will now need to click ‘Schedule’ on }
the dropdown menu.
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Scheduling recurring scans confinued

=
* Much like scheduling a once off scan you %
will need to select the scan date (your : :
recurring scans will run from this date from
your desired occurrence), whether or not [} B
a load balancer is present and finally give e ———
permission for the scan to run. e e
* You have the option to run a single, [
e G GG T 7 SEETT
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Security Assessment Questionnaire

Your SAQ



Next Steps

Security Assessment
Questionnaire (SAQ)

Your security assessment is an assessment of
how you deal with information in your
business. Its length and complexity depends
on the results of your business profile.

Depending on your choice (guided or
expert, explained on page 8) you will be
provided with an SAQ that has
prepopulated any questions that do not
apply to you (guided), or a full SAQ
containing all possible questions (expert).

.

. .\SecureTrust/“ y

j SN

Profile

Nelelalaligle

Security Assessment — Page 22

Compliance



Security Assessment Questionnaire (SAQ)

* From your dashboard, select
‘Manage’ on the ‘Complete
security assessment’ widget.

* You will see on your dashboard
how many questions you must
answer.

— The number of questions you must
answer depends on the business
profile assigned to you and is
based on your level of risk.

Here are your available compliance tools

— T

oo L=

Your business profile Complete security assessment

Complete 7 Unanswered questions

SAQtype B 0 Remediation tasks

Securelrust’

Ll

Document Repository
Contains 2 documents

( MORE INFO ) ( MANAGE ) ( MORE INFO ) ( MANAGE )

( UPLOAD ) (VIEW DOCUMENTS)

Complete security assessment

Manage your PCI DSS security questionnaire (SAQ)

Answer now
You can go through your security assessment by answering
questions relevant to your business now

|
<||

@ View history
View your attestation and communications history.
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Security Assessment Questionnaire

You will be guided
through the
questions you need
to answer to
complete your
Security Assessment.

More information is
available via the box
underneath to help
you understand the
question.

Seoardust
NI e & o
Cosramadqaiaa x| 2V R0 R Sectons
'3 Purst Sz Coin
Frued, S L Duia CE b Sy e
PR & oher, Sawd bourd Tua =7 Lzl Mo
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(SAQ)

Securelrust’

The box on the top right
shows your progress through
the questionnaire. Many of
the questions will have been
prepopulated for you based
on your answers in the profile
section. This greatly
streamlines the process.

Work your way through the
questionnaire by answering
“Yes”, “No"” or “N/A" to the
questions.
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Security Assessment Questionnaire (SAQ)

a

SAD is not retained after authorization, even if encrypted. All sensitive

¢ |f an answer YOU prOV|de |S GgC“nST beST aumen_tic?_tion data received is rendered unrecoverable upon completion of the
practice, you may need to further explain S
your answer or assign yourself a

| have implemented a compensating control

remediafion task. %
— You must then fill out your reasons for non- @ Remediation task
compliance, the remediation action you R
infend to take and can then set a reminder . )
to yourself to follow up.

Complete documentation®

* You can continue with your assessment
questions. However, until these tasks are
completed correctly you may not be
able to complete your assessment.

You will receive a reminder email
Target date:*

CANCEL FINISH
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Security Assessment Questionnaire (SAQ)

Securelrust

Pkl ~ T @ & e

Confirm your compliance

/) Implement Strong Access
~" Control Measures

Maintain an Information

« Once you have answered all your
questions correctly, you will need to attest
to your compliance. This simply means to
confirm the information you have
provided is correct.

* You can review all the answers you
provided to the questions on this page.

« Once happy, select ‘Confirm your
Attestation’ at the bottom of the screen.
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Next Steps

You've validated your
compliance

Your SAQ is valid for one-year.

If scanning is required for your business, a
passing scan is required every 90-days.

Your renewal date will be shown on your
dashboard.

We will email you to remind you when it's
time to revalidate.

~ Securelrust

Profile

Nelelalaligle

Security Assessment

Compliance




You're done for now

Your dashboard
should have green
ticks across the
board.

Securelrust
snon YIKINGCLOUD"

MID: Opstest00d {: e fEn

o

You're compliant
Walid until

5 March 2025

DOWNLOAD AOC

NS

1

Your business profile
Complete
SAQ type B

( MORE INFO ) ( MANAGE )

Copyright © 2022 -

YOU ARE NOW COMPLIANT

Congratulations, you're all done.

Here are your available compliance tools

~
=

Complete security assessment
Last attested
Mar 5, 2024, 2:26:27 PM

( MORE INFO ) ( MANAGE )

i)

Document Repository
Contains 2 documents

( UPLOAD ) (VIEW DGCUMENTS)

All Rights Reserved - Strictly Confidential - Do Not Distribute
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Your revalidation date is
displayed in the top left
corner widget.



Uploading an Existing Attestation

Already have a valid Attestation of Compliance?
*If applicable under your Acquirer Program.
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Uploading existing Attestation of Compliance

Securelrust [Rp—
sro \IKINGCLOUD™ o v e @ 8

Your current valid PCI DSS compliance assessment type

* If you select that you have an existing
attestation of compliance, you will then

Please select the PCI DSS compliance assessment type that you are submitting from the selection below.

(O Self Assessment Questionnaire

be asked some questions: O st e st

)
)
. (@ Self Assessment Questionnaire (SAQ)

— The PCl Compliance assessment type of O st s ot (510,51
your business. You can find this on your O satsscsma ustonare (407255
existing certificate. O st Qe 00T

(SAQ) C

— You'll also need fo confirm if you use a third O st om0

)

essment Questionnaire (SAQ) D-Service Provider (upload cnly)

party to store or process card payments. O

(O Report on Complian

— You may also hovg to answer odd[Tlonol
questions depending on your previous
answers.

ti
i
i
i
ti
i
(O Self Assessment Questionnaire
i
ti
ce (u)

pload only)

Securelrust MID: Opstestona
B0 YIKING CLOUD® R v e & 6

* You'll then arrive at your dashboard. The
main widget will instruct you to confirm . ‘

Confirm you're compliant

your compliance. o

e compliant. Please upload your currently valid LY
Attestation of Compliance. ! i
‘ 4
~—

— Select ‘Begin Step’ to start. ﬂ
N
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Uploading existing Attestation of Compliance

« On the following page you will need to
complete some steps:

— Upload your existing documents.

— You will need to upload your Attestation of
Compliance (AoC) that proves you are
currently compliant.

— Confirm the details, acknowledge your
status and attest to your compliance.

* Instructions on the following pages.

Securelrust .,
son YIKINGCLOUD™ e 8@ @

Attestation of compliance

o Attestation Requirements

In order to proceed to attestation, you are required to upload at least one Attestation of Compliance document

Securelrust’

(=]

documents

Please SELECT or

Eligibility to complete SAQ B

Merchant certifies eligibility to complete this Self-Assessment Questionnaire because, for this channel:

v The merchant uses only an imprint machine and/or uses only standalone, dial-out terminals (connected via a phone line the merchant processor) to take
customers’ payment card information

+ The standalone, dial-out terminals are not connected to any other systems within the merchant environment.
+ The standalone, dial-out terminals are not connected to the Internet.

+/ The merchant does not store account data in electronic format.
v

Any account data the merchant might retain is on paper (for example, printed reports or receipts), and these documents are not received electronically.

Assessment type
B Validation effective date* m PCI DSS Version*

Acknowledgement of status and attestation
D PCI DSS Self-Assessment Questionnaire B, Version 4.0 was completed according to the instructions therein.

[ Allinformation within the above-referenced SAQ and in this attestation fairly represents the results of the merchant's assessment in all material respects.

O PCI DSS controls will be maintained at all times, as applicable to the merchant’s environment.

ATTEST
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Uploading existing Attestation of Compliance

Please select a file to upload

« Upload your documents

— Select ‘Upload’ highlighted on the
previous page

— Select the necessary document(s) from s
your files :
— Provide details of the document you are S :
uploading and select ‘Upload’ e | 0
— The document is now attached to your ‘
attestation .
| I [ |
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Uploading existing Attestation of Compliance

« Confirm details of your attestation,
including:

— Assessment type.
— Validation effective date.

— The version of the PCI DSS to which you are
compliant with.

« Confirm by checking the boxes, that you
acknowledge a number of conditions in
relation to your status and attestation.

« Click 'Attest’ to finish. Your validation is
now complete.

Securelrust
srow YIKINGCLOUD™

0 File(s) has been uploaded

woopens W @ @ @

DISMISS
Attestation of compliance X
o Attestation Requirements
In order to proceed to attestation, you are required to upload at least one Attestation of Compliance document
Files to be included in attestation form:
DOCUMENT NAME DocUMENT TYPE DATE UPLOADED DoCUMENT DATE
TEST_cert_of_compliance.docx Assessment Mar 5, 2024 Mar 5, 2024 X
Items per page: 5 1-1o0f < >

0 Eligibility to complete SAQ B

Merchant certifies eligibility to complete this Self-Assessment Questionnaire because, for this payment channel

v The merchant uses only an imprint machine and/or uses only standalone, dial-out terminals (connected via a phone line the merchant processor) to take
customers’ payment card information.

The standalone, dial-out terminals are not connected to any other systems within the merchant environment.
The standalone, dial-out terminals are not connected to the Internet.

The merchant does not store account data in electronic format.

A SRR

Any account data the merchant might retain is on paper (for example, printed reports or receipts), and these decuments are not received electronically.

PCI DSS Version* -

e ‘Assessment type
B Validation effective date® o]

Acknowledgement of status and attestation
[m] PCI DSS Self-Assessment Questionnaire B, Version 4.0 was completed according to the instructions therein.

[m] Allinformation within the above-referenced SAQ and in this attestation fairly represents the results of the merchant's assessment in all material respects.

[m] PCI DSS controls will be maintained at all times, as applicable to the merchant’s environment

o ATTEST
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